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Argument e
based on defeasible reasons S

* We bully freshmen into (if p then q) = (q v !Ip)

* We lie about this

* There are alternative ways to axiomatize conditionals
- e.g., counterfactuals + possible-worlds

* Maybe the real action is in the meta-language
- What can you construct? Not how does it constrain?

- Process vs semantics; input/output vs representation; knowing vs meaning




O
Defeasible reasons

« is-reason-for(p, q)
- Like prob(p, q, k)

* where p, q are sentences in L
- See Kyburg (who cites Carnap)

e Wesayp>— (

« Butalsop”™r>-— Iqg
 Why? Because most reasons are defeasible!



- it's just a tree, usually

» Adialectic is a set of arguments that counter each other

ssssss

A mathematical treatment
defeasible reasoning and it:

Arguments from reasons ==

» An argument is a chain of reasons
- like a proof, but it matters what counter-arguments there are

’ e —

i COMPUTATIONAL
MODELS
OF ARGUMENT

Proofs of Endi
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Guillermo R. Simanr on the
Occasion of his 70th Birthday
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- it's just a tree of trees, often [ i
* Phan Minh Dung e e s
. Gerardo |, Simani
- is considered the canonical Abstract Argumentation System currently
- Many conferences in Europe each year S—

On the acceptability of arguments and its fundamental role in nonmonotonic
reasoning, logic programming and n-person games

PM Dung - Artificial intelligence, 1995 - Elsevier

The purpose of this paper is to study the fundamental mechanism, humans use in

argumentation, and to explore ways to implement this mechanism on computers. We do so

by first developing a theory for argumentation whose central notion is the acceptability of ...

vr U9 Cited by 3895 Related articles Al 31 versions

- see also Doyle, Pollock




Arguments from reasons

» An argument is a chain of reasons
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- it's just a tree, usually

» Adialectic is a set of arguments that counter each other

- it's just a tree of trees, often
* Phan Minh Dung

- is considered the canonical Abstract Argumentation System currently

- Many conferences in Europe each year

- see also Doyle, Pollock

On the acceptability of arguments and its fundamental role in nonmonotonic
reasoning, logic programming and n-person games

PM Dung - Artificial intelligence, 1995 - Elsevier

The purpose of this paper is to study the fundamental mechanism, humans use in

argumentation, and to explore ways to implement this mechanism on computers. We do so

by first developing a theory for argumentation whose central notion is the acceptability of ...

vr U9 Cited by 3895 Related articles Al 31 versions




-
Specificity and Analogy

e If(p>—qg)and (p~r>-10q)
- p " ris more specific
- so it defeats/dominates
» Like
~ prob(q | p) vs prob(q | p*r)
« Most useful in analogies

- Arguably g, as in casel, which shares p
- Arguably !q, as in case2, which shares both pand r



-
Formal model of precedent in Law

« Because these args are

not orderable by specificity ¢
« Ajudicial decision that c C
produces a “rule of the /\ not-f6
case / &
- Even when 6, 7, f{ f8

- Decide ¢ when f1 and f8
- Even when 3, f4, f5 too



—
Arguments for milestones (2017)

° : AGAINST NARROW OPTIMIZATION AND SHORT
Argument In AI done deal HoR1zZoNS: AN ARGUMENT-BASED, PATH
. . > L= PLANNING, AND VARIABLE MULTIATTRIBUTE
° EU WOrk on al‘gumeaneCISIon TN MODEL FOR DECISION AND RISK
- Life is not a lottery (economists lie!), ff
but plans are extensible paths .

Paths are connected by arguments
— Sufficient probability

This paper proposes a mathematical approach to analysis of decision and
gument logics that have become com-
monplace recently in artificial intelligence.

Instead of requiring an ids d, expected utility analysis of alternatives,
in this paper, arguments appraise the desirability, compre
ceptability of incompletely deseribed projections of the future. Instead of a

risk that makes use of the constructive ar

nsiveness, and ac-

qualitative risk mana
represented numerically, but appraised with arguments, especially probability
arguments and mitigation arguments, not averages. Arguments are given for or
against the adequacy of commitments. Instead of using logic to derive the prop-
erties of acts that transform situations, e.g., to construct goal-satisfying plans,
in this paper, dialectical burdens are placed on demonstrating to a standard
that investments and response policies will attain each milestone on a proposed

N I f b b M I M M H k 7 trajectory. Trajectories are extensible and valuations are multi-attribute with
b eW p aCe Or p ro a I Ity I n r I S m an ag e m e nt H varying completeness as knowledge permits. Superior trajectory specificity will

be related to superior argument specificity.

'ment. assessment process, threats and mitigations are

- Professional standard of care

- Commitments to mitigate risks



Arguments for Milestones (2017)
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nce of Formal Analysis of Argument.

i of Tom Gordon [Gordon87, Gordon89, Gor-
1 Henry Prakken [Prakken91, Prakken93a, Prak-
igether with the work of Rissland and Ashley
leyB9a], [Ashley&Aleven91], [Rissland& Ska-
w an interest in models of reasoning that directly
concepts of argument, defeal among arguments,
cal processes through which arguments provide
conclusions. This interest is distinct from the
ig interest, among legal scholars, in models of
pased relevance ntic. and intuitionist

This paper reports on a modest atiempt (o
questions. First, it sketches a formal model of
has emerged over the past decade from work o
tonic reasoning in Al and on defeasible reason
ophy. Then it makes observations about fitty
maodel to Rissland-Ashley purposes. Finally,
the design and partial implementation of LM
gram (o reason with policies and precedents th
the formal model.

2. A Formal Model of Argument.
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3, and Rationales
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RulesFrom(' sult is a formal understanding of ratio

Foley and Lardner, s. 3300 One IBM Plaza, 330 North Wabash Avenue, Chicago, IL 6

(Received 16 May 1994)

Abstract. We discuss five kinds of representations of rationales and provide a formal ac
how they can alter disputation. The formal model of disputation is derived from recent
aranment  The five kinds of ratinnalac are comnregsion rationales, which can be represe
ties) beyond that normally required fo
:s can be analyzed in a framework of a

An s-rationale. ‘ograms that represent and reason wit

L pro: argy =< b2}, “a because of b."
™ oa ression and (s)pecialization, which yi
e modeled as potentially changing the
{ argy ); dec; = pro. x5, and (r)esolution, a rationale for de
Jutation to a meta-level, at least tempc
e abstract. Then it produces a model o!
2. eon: “your argument really involves d and

cal processes through whic
conclusions. This interes

g interest, among legal sc
sased on relevance. deont

¢ aachieves ¢; b is an instance of d.”

21 S-latl(bb—a):((d:--e],

b! (d or not-b)! (a or not-e)! = A Args,(L,C.E)

“this is the real form of your conc
e -
22 Attack<bs--a arg > Argsy(L.C.E)
23, agy=<{d&i>-note}, “in light of this, my argument for cone
d'f! . notcr not-¢ is a counterargument.”
ArgRecy = { argyrev, argy }; decs = nong. Argsy(L.C.E)
h cone
where —
arg rev = subsi{ atg;, b>=-a,stat(b>—a)) E

Here, arg, defeats arg;rev because it is more specific. But args does not defeat arg; on specificity, and soon ...

3 pro: gy =< {d&T&p>-e},

Lo B S W _ 1
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L. Rationale.

In disputation, claims are supported by arguments, which refer (o rules, cases, and evidence.
ales of decisions in cases appear in disputation as

Sometimes, the rationales of rules and the
well,
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Progress on Room 5

A Testbed for
Public Interactive Semi-Formal Legal Argumentation

Ronald P. Loui
Jeff Norman
Joe Altepeter, Dan Pinkard, Dan Craven, Jessica Linsday, Mark Foltz

Department of Computer Science
Washington University
St. Louis, MO 63130
Jnorman@jfoleylaw.com
http:/fes.wustl.edw/~room5/

loui@ai.wustl.edu

Room 5

We are currently building a website which provides a
mechanism for studying a broad community’s willing-
ness to perform structured legal arpumentation.’
Visitors to the website are permitted to make moves in
an argument game. i Their moves arc entered in a format

i This work was supported by NSF 9503476 (infor-
mation technology and organizations) and NSF
9415573 (undergradualc rescarch). Joff Norman can
be reached at Foley and Lardner, 5. 3300 One IBM
Plaza 330 North Wabash Avenne, Chicago, 11.
60611. Mark Foltz can be reached at the MIT Al
Laboratory, 545 Technology Square, Cambridge,
MA 02139,

" Argument games are well-recognized as useful
theories. Prominent examples for this community
are Wf"’n"Proofof Allen, Bench-Capon’s explana-
tion-inducing dialogue games, An Argument Game
from one of the authors (http://cs.wustl.edw/~kang/
pame.html), Gordon®s Pleadings Game, and Ladder
and Herczog’s DiaLaw. Models that are not explic-
itly games but essentially are games include Nitta et
al’s HELJ’C 17, and Aleven and Ashley’s CATO.

classtoom use is granted without jies are not made or

ission nr ACM, Ini

c. To o
1o lists, reqy s ok

ires prior spesifi permassion sodio fe.

Permission 10 mapmwﬁdﬂlvrmvlm work for personal or

distributed for profit mmmu-dmngs.m: ‘copyright sotice, the title of
e pabiication and s date sppenr, and. e i ghen thet corying s by
1o post on servers o

ICAIL-97, Mclbourne, Australia © 1997 ACM 0-89791-924-
6/97/06.$3.50
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thal structures the disputation. The dispules are taken
from recently decided U.S. Supreme Court cases.™ Vis-
itors can argue either pro-pctitioner or pro-respondent.
They can change the current opinion in a Room 5" case
by giving an argument that meets the burdens of the side
they are assisting. The tokens of the game are generated
largely by the visitors to the site.

Room $ supports datamining and computer-mediated
communication, It is based loosely on 2 minimal theory
of argument and defeat. The project’s ambitions are
however, non-technical, They are:

1. To identify a community of web-users willing to play
semi-formal legal argument games;

2. To gauge the willingness of such users to be subject to
the con.rtramts of various, formn!.v. gauge their general
nitted, and deter-
mine the practma{ limits of a few  formals” expressive-
ness;

3. To permit a of o
construct an ontology for US. federal law and a data-
base of semi-siructured arguments. The ambition here is

ﬁLl'=n:lix|g Supreme Court cases are the real targets
for Room § disputes precisely hecanse of the interest
that members of a broad community might have in
arguing them. However, the existing work at this
time has been only with past cases.

¥ “Room 5, Washington, D.C.” is the mailing
address of the U.S. Supreme Court.
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HART’S CRITICS ON DEFEASIBLE CONCEPTS AND ASCRIPTIVISM
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Abstract

ility and Rights" is where we find perhaps the first
clear pronouncement of def ility and the technical introduction of the term. The
paper has been criticised, disavowed, and never quite fully redeemed. Tts lurid
history is now being used as an excuse for dismissing the importance of defeasibility.

Hart's "Ascription of Respon:

Quite to the contrary, Hart’s introduction of defeasibility has uniformly been
regarded as the most agreeable part of the paper. The critics” wish that defeasibility
could be better expounded along the lines of a Wittgensteinian game-theoretic
semantics has largely been fulfilled.

Even the most contentious part of the paper, Hart’s claim that the ascription of acts
implies responsibility, is not as mistaken as some have taken it to be.

The paper remains a paragon of clarity in the important and active scholarly area that
crosses legal reasoning, language, and logic

Precis given at the Fifth Inil. Conf. on Al and Law, Washington D.C., May 1995

of Aland Law in 50 papers:
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Game Mechanisms & Procedural Fairnes

Moshe Looks *' and Ronald P. Loui ®

* Dept. of Computer Science, Washington University in St. Louis

T'he main paper to which this abstract refers models procedural fairness and
in the design and appraisal of social interac-

procedural justice, crucial concepts
tion [1]. Argumentation systems in particular owe the quality of their inferences
to the quality of the procedure that produces them. We are interested in both
games that can be justified without reference to substantive social purposes, such
as tournaments, and games that are fair, even if they are formally asymmet-
ric, becanse they are appropriate to their social purposes, such as litigation and

prosecution games,

A mathematical theory of procedural fairness has eluded theorists {much in-
formal discussion in this regard has centered around the work of Rawls [2]). Such
a theory would give formal standing to devices such as anonymization throngh
chance and turn-swapping, equality of opportunity, symmetry of rules, and ex-
changeable asymmetries. It would understand the fundamental role of fair proce-

dure: to construet justifiable ex post asymmetries that could not be justified ex-
cept by reference to the procedure that produced them. Such a procedure begins

with a justifiable ex ante position, and construets its outcome on serendipity of

play and chance, under an independently justifiable regimen.

We have developed a preliminary formal framework for exploring some math-
ematical properties of procedural fairness. The framework encompasses deter-
ministic and stochastic games and player strategies, and contains formal devices
for recursively composing complex games from simple components, including de-
‘introducing procedural fairness properties. We

vices concerned with modifying
also define allocation games as a special case, and may then invoke familiar
theoretic concepts, Consider

Ghpt ifmg =y
Jkp{mg.my € {Jan, Ken, Po}) = ¢ 0 if (g, mq) € wins (1)
1 otherwise,

a partial definition of Jan-Ken-Po (Rock-Paper-Scissors).
Chance mechanisms, in the form stochastic outeomes or symmetrical moves,
For example, one may

may substitute for arbitrary choices and introduce fairnes
define, with our framework, a generic device for transforming a deterministic,

asymmetrical game (such as chess), into a stochastic, symmetrical game (i.c., by

a coin to determine the assignment of player roles)

Chance may also be

Dynamics of Rule Revision and
Strategy Revision in Legislative
Games

Moshe Looks
Ronald P. Loui

Barry Cynamon
Washington University in St. Louis, USA

JURIX 05 Looks/Loui/Cynamon 1




A Mathematical Comment on the Fundamental
Difference between Legal Theory Formation and
Scientific Theory Formation

Ronald P. Loui

Department of Computer Science and Engineering and
Program on Legal Studies
Washington University in St. Lonis
St. Louis, Missouri, USA 63130
loui@es, wistl. edu

Abstract. This paper attempts to provide a mathematical formulation
of the legal theory formation problem and a comparison to the seien-
tific theory formation problem. This is intended to be both an original
contribution to Al and Law, and a presentation of the problem to the
philosophy of science community. In conclusion, some remarks are made
about the shallowness of today®s models in machine learning and knowl-
edge discovery compared to the legitimate models in AT and law and
philosophy of science.

This paper originates from a discussion with Henry Kyburg and John Pollock
beside a tree at Tresider Union over a decade ago, T must also thank Thorne Me-
Carty, Jeff Norman, Mark Mittleman, Ana Maguitman, Carlos Chesnevar, Fer-
nando Tohmé, and Guillermo Simari’s research group in Bahia Blanea, where we
first discussed elision. This paper is dedicated to my intellectual paternity, from
my teacher Henry Kyburg and his teacher, Ernest Nagel, who were concerned
with the logic of science, to Nagel's advisor, Morris Cohen, who wrote on logic
and law.

1 Introduction

Legal theory formation is no more restricted to law than scientific theory forma-
tion is restricted to science.

Scientific theory formation is a general kind of induction, which, as described
and formalized by philosophers of science in the second half of the 20th Cen-
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Plausible Deniability for
ISP Log and Browser Suggestion Obfuscation
with a Phrase Extractor on Potentially Open Text

Ronald Loui
Department of Computer Science
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Abstract—We revisit the issue of maintaining a reasonable
amount of privacy for browser users when logs are at risk of
being sold and profiles are at risk of being viewed under
embarrassing circumstances. A URL that generates dynamic
calls in javascript is designed so users have plausible deniability
when items show up in profiles, recommendations, or suggested
text completions. Three design features are notable: (1) the use
of open seed text and an unrestricted user-customizable list of
URLSs provided externally by the user, and not logged, so broad
claims of origination are possible; (2) the use of an AI/NLP part-
of-speech informed phrase extractor to generate queries that
cluster semantically; (3) the use of a generative grammar of
search-term sequences, or dialogues, to produce more realistic
searches. Amn algorithmic techmnigue is employed to assist in

with advertiser profiling, google profiles, and government
surveillance by intelligence agencies. The aim was thus
covering, or obfuscating, the user's behavior.
TRACKMENOT's version 1 started with a URL that could be
visited, that would generate fairly random queries. But
websites could respond with programming on the client side of
the browser that would send information about how the queries
were generated. Information could include mouse and click
dynamics, where a human and simple window.open() method
would clearly differ. The user thus had to be simulated.
Version 2 of TRACKMENOT required the user to install a
browser extension.

Polluting a user profile and logs at a vendor web site is

Aiffarant fram nravidina a2 ncar eama Adaniahilite ar tha TSD and
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* They went to browser plugin to simulate haptics in v2
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« !l the simpler problem is the bigger problem !!

* We add term extractor for defense against clustering
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* We add timing**
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O
Does it work?

* Ronald Loui
March 2 at 12:25 AM -

ha ha i last ran my disinform-isp/youtube program over a year ago, and fb apparently just bought their crap data about
me and fed me this. yeah, hockey fights, cheese making, and relocating to memphis videos. you think you know me,
fb?

» Hockey Fights shared a link.
1 min -

YOUTUBE.COM

Zdeno Chara fights Evander Kane 2/26/19
Zdeno Chara fights Evander Kane after a high hit, on February 26, 2019.



Popular Latest Sections v Magazine v

TECHNOLOGY

The Future of Privacy Is Plausible Deniability

In a hackable world where neither the NSA nor Sony Pictures nor John Podesta
could safeguard their private communications, the surest way to keep data
secure may be surrounding it with decoys.

Constructing plausible innocuous pseudo queries to protect user query intention
) ZWu, J 5hi, C Lu, E Chen, G Xu, G Li. 5 Xie... - Information Sciences, 2015 - Elsevier

Users of web search engines are increasingly worried that their guery activities may expose
§ what topics they are interested in, and in turn, compromise their privacy. It would be
desirable for a search engine to protect the true query intention for users without ...

| ¥ YU Citedby 10 Related articles Al 4 versions

CONOR FRIEDERSDORF OCT 28, 2016

il

Intent-aware Query Obfuscation for Privacy Protection in Personalized Web
Search
WU Ahmad, KW Chang, H Wang - The 41st International ACM SIGIR ..., 2018 - dl.acm.org

Modern web search engines exploit users' search history to personalize search results, with
a goal of improving their service utility on a per-user basis. But it is this very dimension that
leads to the risk of privacy infringement and raises serious public concerns. In this work, we ...

7 UY Citedbyl Related articles All 4 versions

Providing privacy through plausibly deniable search

M Murugesan, C Clifton - Proceedings of the 2009 SIAM International ..., 2009 - SIAM  OB-PWS: Obfuscation-based private web search

Query-based web search is an integral part of many people’s daily activities. Mostdo r  E Balsa, C Troncoso, C Diaz - 2012 IEEE Symposium on ..., 2012 - jeeexplore.ieee.org
realize that their search history can be used to identify them (and their interests). In Ju  QObfuscation-based private web search (OB-PWS) solutions allow users to search for
2006, AOL released an anonymized search query log of some 600K randomly selectel jnformation in the Internet while concealing their interests. The basic privacy mechanism
17 9P Cited by 60 Related articles Al 6 versions OB-PWS is the automatic generation of dummy queries that are sent to the search engil

Y7 DY Cited by 57 Related articles All 25 versions




Privacy can mean many things

K-anonymity

- Who had the CABG
Unlinkability

- Whose facebook account?
Unobservability

- End-to-end encryption (detectable but not observable)
Differential privacy

- What can be additionally learned by adding someone to a dataset?
» Etc.

CS has been focused on the complex problems, but !! the simple one is more important !
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-
GDPR: Pseudonymized data

To pseudonymise a data set, the “additional information” [to re-identify] must be
“kept separately and subject to technical and organisational measures to ensure
non-attribution to an identified or identifiable person.”

* Pseudonymous data still allows for some form of re-identification (even indirect
and remote), while anonymous data cannot be re-identified.

» Both pseudonymisation and anonymization are encouraged in the GDPR

https://gdpr.report/news/2017/11/07/data-masking-anonymisation-pseudonymisation/

« Scrambling letters, key-based hashing/encrypting, blurring (generalization)


https://gdpr.report/news/2017/11/07/data-masking-anonymisation-pseudonymisation/

The Reality of U.S. Privacy Law: Does It Exist? 4

O u r Val u eS The Reality of U.S. Privacy Law: Does It Exist?

Eric Goldman

TM: Rights frameworks in the brick and = Professor of Law,
mortar world should be \ ' Santa Clara University School of Law
¥

. . igi @ericgold
imported into the digital world bericgoldman

Terrell McSweeny

Former Commissioner, FTC
@TerrellMcSweeny

One analog right is

not to be known precisely #internetSummit
— October 4, 2018
» Or with the presumption of precision b bl &) 00072929 @ g it

Things were largely ok w.r.t. actual harms (cf. Posner) until FB knows/claims-to-know too much!



US Sector-Based Approach?

 EG: “there are some benefits to optimizing the privacy rules in particular contexts”
» They don’t agree, but | agree with both!

 Loui-Quick-Lodder: “for user-profiling
in non-scientific/non-medical sectors,
persons should enjoy the right to imprecision AT + DURING STORAGE”

- One kind of deniability

One kind of inference moderation

Compare “right to be forgotten”

Compare non-discrimination laws

Compare canine search, high precision/infrared video into homes




-
Compared to GDPR

PROPOSAL FOR US

General Ad Sectors/User-Profiling on User-Data

Perfect table, Hide cells Some perfect rows, somef fake rows, cols,
cells

Require key to dehash/decrypt Requires Al+stats+human to denoise

BUT keys can be stolen w/o knowing BUT generates false positives

Needs to be obscured start to finish Noise can be added at will, post facto

Requires user trust, compliance audit Can be user-generated w/o trust

Increases read/write time Increases bandwidth/storage/write time

Recommended Required



—
Why?

* Why should user-profiling for suggestions (esp. ads or targeted messaging)
have the license to

- Store (where it can be stolen, hacked)

- Precise + HighDef + Reviewable + Learnable + Conjoinable + Complete + Consistent
- Highly infallible (prob > 1-e)

- Incorrigible

- Persistent (prob(t) ~ prob(t+1))

- Perfectly attributable/linkable

data for this purpose?



—
Why?

* |s the quest for perfection even economically sensible?

- Is it real epistemological precision = owe  [m . =0 #0

Recommended

* Or simply wishful thinking
« And harmful allegation/promulgation
- What cost false positives in
the ad world?

- Even in law enforcement, awareness
of fallibility is a good thing:

 cf. 3-hop SNA for NSA = tons of false positives




* “In an arms race between Al on the user side and Al on the analytics side, probably
enough doubt could be retained for deniability. ... [SJuch a race can be avoided simply
by deliberately reducing precision, unilaterally, by those who do user profiling analytics.”

» “They could achieve this simply by adding about 33% fairly random suggestions
whenever they make suggestions from a user profile, i.e., by being deliberately less
accurate. No doubt reduced accuracy would also reduce some of their costs, because

70% good enough, which is [yet] very helpful, is cheap compared to near perfection,
which helps no one.”

(from my Plausible Deniability for ISP Log and Browser Suggestion Obfuscation 2017)

e If they won't do it willingly, we can pass a law.



Comments?
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