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The fact [that] the Russians conduct information operations CyberWarfare

leveraging cyberspace does not change the fact it is information
warfare. ... [T]he Russians simply leveraged the domain of
cyberspace to conduct information operations more effectively than
they could before cyberspace was a thing.

Threats

e Computer crime
e Vulnerability

e Eavesdropping
* Malware

e Spyware

e Ransomware

* Trojans

e Viruses

[W]e have a population that is increasingly reliant on social media
... for news and information. We are not going to wean people off

those ..., so the question is: How can we conduct information o
operations inside our own country? ... This work is not the mission of » Backdoors

the DoD. --Maj. Gen. B. Williams, C4ISRNET Apr 2017 + roads

o Worms
* Rooikits
* Bootkits

* Payloads
o Denial of service
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—_— piggy-backing on CW
IW‘ OD- CW 1) Narrow Sourcing:
Convenience over Critical Appraisal
(

2) Defense of Ops & Data Integrity,
but Not Epistemic Authority

3) Willful Discarding of
Intellectual Standards

4) Internet Info Era
— Strategic Importance of .edu

Who will Protect The Knowle

or the U.S. Government.

Disclaimer: The views expressed are those of the authors and do not necessarily reflect the
official policy or position of the Air Force, the Department of Defense, Department of State,
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Internet Bot

An Internet bot is a software application that runs automated tasks over the Intermnet.
Typically, bots perform tasks that are both simple and structurally repetitive, at a much
higher rate than would be possible for a human alone. ..




