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Problem:  ISPs can see & sell your requests if you don’t use a VPN (does your device always VPN?  Do you trust VPN?)
& browser suggestions can reveal your history (users need more deniability: “that wasn’t me!”)

History:  TRACKMENOT 1.0 (NYU) Obfuscation aimed at frustrating ad profiling
TRACKMENOT 2.0 browser extension and ADNAUSEUM ad clicking too aggressive, wrongly aimed

FIX:
1.  Put more effort into AI and user content modeling (clustering terms, search dialogue grammar)
2.  Permit seed text from user, including history-sharing, so potentially ANY URLs are non-attributable
3.  Reduce signal to 50-75% so profiling & assistance still helpful, but improved privacy is in the probability not the concealment
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